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DevOps Engineer

Position Summary

The DevOps Engineer works with the DevOps team to automate the deployment of applications and the
infrastructure they depend on, troubleshoot and resolve outages and application incidents, and collaborate with
application development teams to set hosting and monitoring requirements for new applications. The Engineer
contributes to performance monitoring and optimization, capacity planning, and has a focus on continuous
improvement of the application and infrastructure the team maintains. The Engineer develops automation,
process improvements, or technical documentation to help themselves and other Engineers to be more efficient.

Essential Job Functions

e Develop and maintain Continuous Integration / Continuous Deployment (Cl/CD) systems in Azure DevOps
(a.k.a. VSTS).

e Automate the configuration and deployment of infrastructure in Microsoft Azure and other hosting
environments used by the team using tools like Desired State Configuration (DSC) scripting.

e Analyze telemetry from Application Insights (Al) and other systems to understand and improve application
and system performance.

e Investigate support tickets escalated from the Customer Support team, resolving when possible and
escalating to the appropriate Development Team when necessary.

e Read and understand application code written in C# and SQL to aid in troubleshooting and resolving issues.

e  Participate in the team on-call rotation to respond to off-hours alerts.

e Participate in daily SCRUM standup meetings with applicable product teams.

e (Create and maintain internal documentation related to deployment and operations.

e Conduct deployments during planned downtime and validate before production is resumed.

e  Participate in regular system maintenance (such as OS patching and database indexing) during planned
downtime.

e Deliver internal release notification communications.
e Adhere to Client Court policies and standards including security, IT compliance, and SLAs.

Skills, Knowledge & Abilities

e  Experience with administration of Windows/Windows Core 2012/2016/2019 servers including PowerShell.
e Experience with administration of Microsoft Azure resources including AzureRM.

e Ability to independently research and resolve infrastructure and application issues.

e Ability to write basic SQL queries to understand the state of systems.

e Understanding of the .NET framework and web configurations and a basic understanding of C#.

e Ability to develop automated deployment and configuration automation in Azure DevOps.

e Knowledge of Git source control and capability to manage and merge code branches.

e Understanding of Agile development methodologies and DevOps automation paradigms.

e  Strong written and verbal English language proficiency.

Job Requirements

e 4+ years combined experience in software development, system administration, or database administration.
e Ability to participate in the on-call rotation to provide 24x7 coverage.
e Ability to be onsite within 30 minutes should an immediate need arise while on-call.
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